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1. Introduction

Workington Town Council currently procures telephones and computers (including Internet and email access) for business reasons from Allerdale Borough Council. The use of these facilities is encouraged because they make communication more efficient and effective. However, the facilities are Council property and their purpose is to facilitate Council business. Every user has a responsibility to maintain and enhance the Council's public image and to use the Council's telephony and computers in a productive manner. To ensure that all users are responsible, the following guidelines have been established for use. It should be noted that these policy guidelines specifically include both internal and external email facilities.
2. Adherence to this policy
This policy applies to:

· All Councillors; 

· All employed staff and agency staff, including all permanent, contract, agency and temporary staff (full time and part time); 

· Representatives from any third party organisation that are granted access to Council facilities (including, but not limited to, other local authorities, central government departments, audit commission, suppliers and contractors.) 
3  Access
3.1 All users will be allowed access to the email system for internal and external email as per the guidelines in section 7.
3.2 Access to the internet and email must normally be through the use of the corporate Internet/email system via the corporate network (see section 5). Individuals must not use modems attached to their PCs to access the Internet or any other service without the express permission of IT Services.
3.3  All users of the Internet/email systems will be required read and understand the Computer and Telephony Policy and be prepared to abide by the conditions of use set out. 
4  Access to the Internet
4.1 All staff and Councillors who have access to the Internet. Staff may access the Internet for personal use with the follow conditions:
a) This is conducted during their own time e.g. lunch breaks. 

b) Any personal access must not infringe the unacceptable uses specified in this Policy. 

c) Use of chat rooms and external instant messaging systems are prohibited at all times. 
d) Access to BBC services that would require a TV Licence are prohibited at all times.

5 Remote Access to Email / Intranet
5.1 Remote access to corporate Email from computers outside of the Council network will be supported in some instances and only on an ad-hoc basis. Any machine used to remotely access these facilities must have a recognised and up to date firewall and anti-virus system in place.
5.2 Remote access will only be provided through Council approved methods.
6 Web Based Email
6.1 Use of personal web based email accounts such as Hotmail may be used but only following the above conditions of Internet use as per section 4.
6.2 Opening attachments when using web based email accounts is prohibited.

7 Unacceptable use of the Internet and Email
7.1 The sending of personal, external emails is not permitted using the corporate e-mail systems.
7.2  Internet, telephone systems and email access may not be used for transmitting, retrieving or storage of any communications of a discriminatory or harassing nature or materials that are obscene. 

7.3 Registration in chat rooms is prohibited.
7.4 Harassment of any kind is prohibited.
7.5 No message with derogatory or inflammatory remarks about an individual's race, age, disability, religion, national origin, physical attributes or sexual preference shall be transmitted.
7.6 No abusive, profane or offensive language is to be transmitted through the Council's Internet/email systems.
7.7 Social media may be used for operational purposes; it should not be used in a manner that is against Council policy or contrary to the Council's best interest.
7.8 Electronic media may be used for legitimate political correspondence between Councillors relating to policy issues. Should any dispute arise, the decision of the Authority's Proper Officer will be final.
7.9 Solicitation of non-Council business or any use of the Council's Internet and external email systems for personal gain is prohibited. Use of the Intranet by users for personal advertisements is, however, permitted.
7.10 All staff and Councillors should be aware that emails fall under Data Protection and Freedom of Information legislation meaning that any email sent, received or stored may need to be made available to an individual or any member of the public. All Staff and Councillors are therefore reminded of the importance of the above ‘unacceptable use of the Internet and Email’ section.
8 Communications
8.1 Each user is responsible for the content of all text, audio or images that they place or send over the Council's Internet/email systems. All messages communicated on the Council's Internet/email system must contain the user's name. No email or other electronic communication may be sent which hides the identity of the sender or represents the sender as someone else or someone from another organisation.
8.2 Any messages or information sent by a user to another individual outside the Council via an electronic network (e.g bulletin board, social media, online service or Internet) are statements that reflect on the Council. All external email shall contain a suitable disclaimer.
8.3 All communications sent by users via the Council's Internet/email systems must comply with this and other Council policies and must not disclose any confidential information.
9 Software
9.1 The opening of email attachments and documents on Internet sites such as Excel, PowerPoint, PDF files may be accessed for business purposes only. Any attachments received from external sources should be opened with care to ensure against viruses.
9.2 Any suspicious attachments must not be opened and must be reported to the IT Help Desk as a priority.
9.3 All software downloaded must be registered to the Council. Users should contact the IT contractor or line manager if they have any questions.
10 External devices
10.1 Copying of data to and from USB memory sticks, floppy disks, CDs and DVDs is only permitted for business use.
11 Calendar access
11.1 By default, all computer based diaries in Microsoft Outlook should be made available to all users for view access. Microsoft Outlook has the capability for calendar items to be marked as private if required which will prevent other users from viewing the item.
12 Copyright issues
12.1 Copyrighted materials belonging to entities other than this Council may not be transmitted by users on the Council's email/Internet systems. All users obtaining access to other companies' or individuals' materials must respect all copyrights and may not copy, retrieve, modify or forward copyrighted materials, except with permission or as a single copy for reference only.
13 Telephone usage
13.1 Receiving personal calls on Council telephones can cause as much disruption to an employee’s work as making the call themselves. Staff should ensure that friends and relatives only call if it is of an urgent or important nature and the call is not excessive in length.

13.2 All staff should ensure that their mobile phone is on silent during their working day, unless the mobile phone is used for business purposes. Mobile phones should also be set to silent for meetings unless otherwise stated as acceptable by the participants.

13.3 Council Mobile phones may be used for personal calls in accordance with item 13.1.
13.4 Employees must identify such calls on the itemised bill and will be issued with an invoice for the total cost of these calls for payment by the employee within one month of receipt of invoice.

13.5 Users of mobile phones should ensure security and safety of their devices at all times and in the event of loss or theft, should contact their supervisor and IT service provider immediately. Users must ensure their devices are not accessible and / or used by anyone else.

13.6 For those devices that are internet enabled, users must follow section 7 on Unacceptable use of the Internet and Email. 
14 Non Compliance
14.1 Any user who misuses or abuses the privilege of the Council facilitated access to computer and telephony services may be subject to the Council's disciplinary procedures. If misuse is identified, warnings will be issued and the facility may be withdrawn.
14.2 Abuse of the facility (i.e. gross or persistent misuse) may potentially lead to termination of employment. If necessary, the Council also reserves the right to advise appropriate legal officials of any illegal violations.
Adopted: 
17 January 2017

Amended: 
20 March 2017 to include BBC licensing restrictions.
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